INTRODUCTION
The core, and most specific, definition of the term "freedom of speech" derives from the United States Constitution. At the outset of any module on free speech, it is useful to explicitly consider the text of the First AmendmentCongress shall make no law respecting an establishment of religion, or prohibiting the free exercise thereof; or abridging the freedom of speech, or the press; or the right of the people to peaceably assemble; and to petition the Government for a redress of grievances. There are several important points to note here. One is that the Constitution is concerned with protecting individual citizens through restrictions placed on government ("Congress shall make no law …). The Constitution does not, itself, guarantee one citizen protection against other citizens, or an employee protections against an employer. The term "free speech" is often used more generally in these contexts, and students should be aware that protection might be weak to nonexistent in these contexts. For example, the director of the American Civil Liberties Union's workplace division has noted that -"There are employers who will fire you for making a political statement that they think is terrible … and generally it's perfectly legal" [1] .
Another point is that since freedom of religion, speech, press, peaceable assembly, and petition of the government are all mentioned together in one amendment, we might infer that the authors of the Constitution saw these as a cluster of related freedoms. An implication of this is that speech that deals with religion or petition of the government will generally receive the strongest possible protection.
A third point is that the wording "make no law … abridging the freedom of speech" may seem absolute when read in isolation, but in fact there are several areas in which Congress has made and does make laws restricting speech.
This paper introduces a suite of case studies that serve to illuminate the boundaries of free speech in cyberspace. These cases should help students to develop a broad and clear understanding of the topic. Theese cases should also point out how freedom of speech in cyberspace is potentially different from that outside cyberspace.
NATIONAL SECURITY
One legitimate area for government restriction of speech is national security. For example, during time of war, the government may restrict reporting of force locations and movements. One point of contention between the computer industry and the federal government concerns encryption regulation. Through the "International Traffic in Arms Regulation" (ITAR), the government has the ability to regulate export of "munitions," and encryption technology is historically an item on the restricted list. This law dates to a time when encryption was done mechanically. Now that encryption software has become commonplace, there are conflicting views on whether it is subject to government regulation.
First consider Judge Marilyn Patel's opinion given in April of 1996 in the case involving an encryption algorithm developed by Daniel Bernstein [2] . Bernstein argued that his encryption source code is a form of "speech" or "expression." The government argued that it is an element of "function," similar to a machine. Judge Patel agreed with Bernstein's side -"This court can find no meaningful difference between a computer language and German or French. Like music and mathematical equations, computer language is just that, language, and it communicates information either to a computer or to those who can read it. ... For purposes of First Amendment analysis, this court finds that source code is speech." This decision was rendered in the federal court for the northern district of California. After this ruling, Bernstein could legally post his encryption source code on the web, at least in that district of the country. However, a different district court reached a different ruling in a similar case.
In July of 1998, Judge James Gwin ruled against Peter Junger in a case involving export restriction of his encryption algorithm [3] . In this case, the judge granted the government's motion for summary judgment. The judge's ruling concludes that -"The most important issue .. is whether the export of encryption software source code is sufficiently expressive to merit First Amdendment The conflict between the two courts is clearly due to their competing view of the essence of software. Software, including encryption software, is a form of speech that also provides function, and this is something that the courts have not had to deal with previously. The important points for students studying these cases are: that the government can regulate speech in the interests of national security, that our legal system can temporarily have the result that something is legal in one district but illegal in another, and that the fight over encryption regulation has not yet been heard by the Supreme Court. A useful possible exercise for students is to read and critique the decisions by the two judges.
PORNOGRAPHY
Government attempts to regulate pornography in cyberspace have probably been the mo st visible First Amendment issue to the general public in recent years. There are numerous cyberspace sites dedicated to the distribution of pornography. Some are easily encountered when searching for something quite different: e.g., www.whitehouse.com when you want www.whitehouse.gov. The Communications Decency Act (CDA) and related legislation have become a standard case study for this area.
The first major attempt to more tightly control access to pornography in cyberspace was the CDA, signed into law in 1996.
The CDA made it illegal to: (1) "initiate the transmission of any communication" that is "indecent" when it is known that "the recipient ... is under 18 years of age," and (2) display offensive sexual material "in a manner available to a person under 18 years of age" [4] . A large coalition of groups led by the American Civil Liberties Union (ACLU) immediately filed a challenge to the CDA. The objections were that the CDA violated the First Amendment by placing an unreasonable burden on internet service providers (ISPs), and by limiting the availability of material to minors in a way that also necessarily restricts availability to adults. In June of 1997 the Supreme Court declared the CDA to be unconstitutional. The majority opinion asserted that "the CDA lacks the precision that the First Amendment requires when a statute regulates the content of speech. In order to deny minors access to potentially harmful speech, the CDA effectively suppresses a large amount of speech that adults have a constitutional right to [communicate] ." After the CDA was declared unconstitutional, Congress passed the Child Online Protection Act (COPA) in 1998. The law stated that "whoever knowingly and with knowledge of the character of the material, in interstate or foreign commerce by means of the world wide web, makes any communication for commercial purposes that is available to any minor and that includes any material that is harmful to minors shall be fined not more than $50,000, imprisoned not more than 6 months, or both" [5] . There was also a temporary COPA commission charged "to identify technological or other methods that will help to reduce access by minors to material that is considered harmful to minors on the internet" [6] . As with the CDA, the COPA was immediately challenged by a coalition of advocacy groups. In February of 1999, a district court issued a restraining order delaying enforcement of the law pending a decision on its constitutionality. The case went to the Supreme Court in November of 2001. The opposing legal briefs are available online [7] . At this time, the Supreme Court has not ruled in this case, but it appears likely that it will rule against the COPA.
Attempts to keep pornography away from the eyes of minors have also extended to libraries. Congress passed the Children's Internet Protection Act (CIPA) in December of 2000. This bill effectively requires libraries that use federal funds to purchase computers or Internet access to have some form of filtering technology in place. The American Library Association (ALA) is fighting this law, and enforcement has been deferred pending a decision on constitutionality [8] .
The primary lessons from CDA/COPA/CIPA/... legislation are: (1) a basic awareness of First Amendment rights for minors and adults, (2) the difficulty of formulating restrictions aimed at minors in a manner that does not impact protected speech, and (3) the role that filtering technology can play. Useful exercises for students include making a critique of the COPA Commission's report on technologies and methods for controlling access [6], presenting one or both sides of the legal briefs to the Supreme Court on COPA [7] , and developing the arguments pro and con for the use of filtering technologies in libraries [8] .
HATE SPEECH
We consider three cases for this topic, one involving speech against groups of people, and two involving speech directed at specific individuals.
The "Storm Front" web site [9] would typically be regarded as containing race-based hate speech. Don Black, the site operator, Abraham Cooper, from the Simon Weisenthal Center, Sky Dayton, CEO of EarthLink, and Floyd Abrams, a first amendment attorney, appeared on an episode of the NightLine news program [10] , and the tape of this episode is available from ABC News or other sources. Analysis of the position statements given by the various participants requires students to think through many of the basic issues and to more carefully consider their own initial reactions. Students should understand that the sort of speech contained in the Storm Front site is clearly legal in the United States, although it would be illegal in many other modern, western democracies (e.g., Germany, France, Canada, ...). A second case in this category is the "Nuremberg Files" anti-abortion web site set up by Neal Horsley for the American Coalition of Life Activists (ACLA) [11] . The site lists names of doctors providing abortions, along with their work location(s) and schedule, home addresses, license plate numbers, and names of spouse and children. The site claims to be compiling this information in anticipation of a day when laws have been changed so that abortion providers can be put on trial. Thus the name "Nuremberg Files" is intended to call to mind the trials held for nazi war criminals after World War Two. Court records state -"the web site marked the names of those already victimized by antiabortion terrorists, striking through the names of those who had been murdered and graying out the names of the wounded" [12] . The Planned Parenthood organization of Portland, Oregon filed suit against ACLA under the Racketeer Influenced and Corrupt Organizations (RICO) act and the Freedom of Access to Clinic Entrances (FACE) act of 1994. The issue in the case is whether the content of the web site constitutes a direct and real threat of violence. In February of 1999, the jury took four and a half days to return a verdict, awarding the plaintiffs $0.5 million in compensatory damages and $106.5 million in punitive damages. (As a security precaution, the judge ordered that the names of the jurors in the trial should never be made public [13] .) After the verdict, it was reported that -"Defendants had indicated that no matter what the verdict, their tactics would not change. They also said any monetary award would have nothing more than a symbolic impact because they have transferred their assets to make themselves "judgment proof"" [13] . Also in February of 1999, the ISP hosting the "Nuremberg Files" site shut it down. The ISP, Mind Spring, asserted that the site was proven to violate its "appropriate use" policies.
The ACLA appealed the verdict against it and a threejudge panel of the Ninth U.S. Circuit Court of Appeals overturned the verdict in March 2001 [12] . Judge Alex Kozinski's decision reasoned that -"If their statements merely encouraged unrelated terrorists, then their words are protected by the First Amendment" and "Unless ACLA threatened that its members would themselves assault the doctors, the First Amendment protects its speech" [12] . However, Senator Charles Schumer of New York, one of the authors of the FACE act, asked for a review of this decision and the full court of twelve judges agreed to review the decision of the three-judge panel [14] . Thus this case has not reached a final decision, and the actions of the appeals court indicate that it seems to be at or near the boundary of what can pass as legal hate speech.
Another case that involves person-directed hate speech is that of Bonnie Jouhari and the web site maintained by Ryan Wilson [15] .
Jouhari worked for the federal Department of Housing and Urban Development (HUD) to promote fair housing and to help the victims of discrimination to file suit under the Fair Housing Act. Ryan Wilson led a neo-Nazi group named "Alpha HQ," and maintained a web site that called Jouhari a "race traitor," threatened to hang race traitors "from the nearest tree or lamp post," contained an animation of Jouhari's office blowing up, and had links to other web pages on how to make bombs. The existence of the web page apparently became widely known when Wilson appeared on Roy Frankhauser's "White Forum" public access TV program in 1998.
Jouhari reported various forms of harassment; including phone calls, slashed tires, and a break-in to her home, but the persons committing these acts were not caught. Legal authorities uniformly agreed that the threat on the web page was legal. The reasoning involves a distinction that may seem odd to those experienced in cyberspace. United Sates Attorney Michael Gennaco was quoted as saying -"When you receive an email, you have not done anything to reach out to the sender ... you are a recipient of a threat" [16] . However, while a threat in email might be illegal, with the threat on a web page, Jouhari would have to take active steps to see it, and so seeing it was avoidable. Jouhari moved several times over a period of several years, but the anonymous threats eventually caught up with her each time. The FBI was unable to help her, other than to recommend that after moving she should not get a checking account, not get a driver's license, and not get a phone in her own name [16] . Eventually, HUD sued Wilson for interfering in the enforcement of fair housing laws, and a judge levied a $1.16M award, along with an injunction against any public statements or pictures involving Jouhari or her daughter. However, it is important to note that this suit was only possible because Jouhari worked for HUD.
Students should draw several important lessons from these cases. One is that generic hate speech against a people group is a strongly protected form of speech. Another lesson is that even fairly direct threats against specific named individuals are protected if they appear on a web site. In this connection, it is important to emphasize that the actions against "Nuremberg Files" and "Alpha HQ" took advantage of special circumstances, were civil or administrative rather than criminal, and that the "Nuremberg Files" judgment was overturned on appeal. Direct threats sent to someone by email would be criminal, and a number of such cases exist.
INTELLECTUAL PROPERTY
Companies have long used employment agreements in protecting trade secrets. These agreements can be seen as a form of restriction on speech. Also, in general, the right to freedom of speech includes the right to anonymous speech. However, in recent years, civil suits alleging trade secret violation have been used to find out the identity of persons [17] . Using this suit, Raytheon was able to get a subpoena requiring Yahoo to reveal the users' identities. Raytheon argued that the identities were necessary in order to proceed with the suit. After Raytheon obtained the identities, four Raytheon employees agreed to resign and several others agreed to "counseling" [18] . Raytheon then dropped the intellectual property lawsuit. Note that Raytheon did not have to conclusively prove trade secret violation in order to obtain the user identities. Yahoo spokeswoman Diane Hunt advised chat room users that "it is not a good assumption to think that you could never be identified" [18] .
The important lessons for students in this case are that employment agreements and trade secret law result in restrictions on speech, and that internet service providers are regularly required to identify users. To obtain a high probability of anonymous speech on the internet, users would need to resort to "anonymous remailers." Possible exercises for students include comparing the user agreements of major ISPs, and reporting on the operation of anonymous remailers.
FREE SPEECH CLAIMS FOR "SPAM" EMAIL
The term "spam" refers to unsolicited email that is sent to a number of people. A well-known element of cyberspace folklore is that the term derives from a Monty Python comedy skit in which spam appears numerous times on a restaurant menu. Those who receive spam find it annoying or perhaps even offensive. Still, those who are responsible for generating spam often feel that they have a right to engage in this activity. The case studies that we consider here show that this is not the case. Despite what spammers may wish or claim, spam is not protected by freedom of speech. Common subject matter for spam includes pornography, products promising to enhance your sex life, and get-rich-quick schemes. The classic get-rich-quick offer claims to come from a Nigerian who will give you 20% of the $100 million that he or she wants to transfer to the United States. All you have to do is agree to help move the money out of Nigeria by supplying your bank account information for a transfer of funds. Of course, anyone foolish enough to do this will find funds going out of their account rather than into it.
Before considering the free speech claims made by spammers, it may be worth saying a few words about how to handle spam. There are numerous email products that allow the user to automatically delete some spam. If you are sufficiently annoyed by the amount of spam that you receive, you may want to acquire one of these products. While most spam tells you that you can remove yourself from the list by sending a specified email, it is generally a bad idea to respond in any way. The reason is that a response confirms that your email address is active. To a spammer collecting lists of addresses, this simply m akes your address more valuable. One way to fight spam is to send a copy of it to postmaster@ the ISP from which it originated. Reputable ISPs will cancel the service of spammers. However, the return address in spam is often falsified and so it may be difficult to determine the true ISP. If the spam asks you to visit a web site on some reputable ISP, then you can send your complaint to that ISP.
The classic case study of commercial spam is Sanford Wallace and his company Cyber Promotions Incorporated. The business of this company was to make mass mailings of unsolicited email advertisements. The company had running technological battles with various ISPs that tried to block Cyber Promotions' spam from their domain. Eventually, several ISPs (CompuServe, AOL, EarthLink, …) went to court to block Cyber Promotions from sending email to their customers. We will review some of the facts of the CompuServe case as outlined in the February 1997 court order entered against Cyber Promotions [19] .
The basic conflict between CompuServe and Cyber Promotions is easy to understand. Cyber Promotions would send spam to large numbers of CompuServe customers. The customers would become annoyed and complain to CompuServe. CompuServe would tell Cyber Promotions to cease spamming its customers. Cyber Promotions would continue spamming. CompuServe would take some measure to block the spam, such as simply deleting email recognized as coming from Cyber Promotions. Cyber Promotions would then take some counter-measure, such as falsifying the return address in its spam. Finally, CompuServe took Cyber Promotions to court. The disagreement is clear -"Defendants [Wallace and Cyber Promotions] assert that they possess the right to continue to send these communications to Comp uServe customers. CompuServe contends that, in doing so, the defendants are trespassing upon its personal property" [19] . The court decided against Cyber Promotions, ruling that they did not have a constitutional right to send email to CompuServe customers.
A case that makes the point about spam even more clearly than the various judgments against Cyber Promotions is that of Intel Corporation versus Khourosh Kenneth Hamidi. In this case the company is not in business as an ISP, and the spammer is not a commercial entity. Hamidi was in fact once an Intel employee. After being fired, he formed an organization called "FACE Intel," with the purpose of calling attention to his opinions about Intel's employment practices. The group developed a web page. They also sent mass, unsolicited email to Intel employees, at their work email address, in order to recruit more members. Hamidi apparently sent six emails over a two-year period [20] , with each email going to approximately 35,000 Intel email addresses. Intel took measures to block Hamidi's emails, and Hamidi took counter-measures to defeat Intel's blocking. Finally, Intel went to court to stop Hamidi. In November of 1998, a California District Court granted Intel a preliminary injunction against Hamidi [20] . Hamidi's defense claim was primarily that he had a free speech right to send the mass emails. Intel filed for a summary judgment against Hamidi, arguing that there was no free speech right in this case. In June of 1999, the court granted Intel's motion for summary judgment and issued a permanent injunction against Hamidi. The court ordered that Hamidi and agents acting for him -"are hereby permanently restrained and enjoined from sending unsolicited email to addresses on Intel's computer systems" [ 21] . Hamidi appealed, and the Electronic Frontier Foundation filed an amicus curiae brief in support of his appeal. In December of 2001, a California appeals court issued a 2 -to-1 ruling upholding the lower court decision against Hamidi [22] .
The disagreement between the two parties is again quite clear. Hamidi asserts that he has a free speech right to send mass email to Intel employees at work even if Intel objects. Intel asserts that they have the right to control traffic sent to their company network. Even the EFF brief supporting Hamidi recognizes this as the basic conflict and argues that -"Even if this Court … rules that Mr. Hamidi has committed a trespass, Mr. Hamidi's state and federal constitutional right to free speech should outweigh Intel's property interest in a judicial balancing test" [22] .
It is important to understand that Mr. Hamidi can still solicit Intel employees using means other than email on Intel's systems. He could rent a billboard, take out ads in newspapers, and so forth. He could send email to Intel employees at their private email addresses. But he does not have the right to force Intel to continue to handle his unsolicited email to Intel addresses after being informed by Intel to stop. Despite some extreme arguments in the EFF brief, this principle is not a major problem for the Internet.
The EFF brief in support of Hamidi's appeal uses some painfully obvious examples of poor reasoning. One example is -"… if courts were to sanction a legal regime in which physically non-disruptive email could constitute a trespass, the free speech landscape of cyberspace would be drastically altered. In fact, given that email is the principal mode of communication in cyberspace, it is no exaggeration to say that such a legal regime would be analogous to a real-space regime in which every time an individual opened his mouth, he would be committing a potential trespass. Nothing could be more antithetical to a society that values freedom of expression" [22] . Consider the basic analogy here. Is the legal prohibition against Hamidi's actions like a real-space regime in which every time an individual opened his mouth, he would be committing a potential trespass? Most certainly not! A more appropriate "real-space" analogy is that Hamidi was claiming a right to enter a place of business and talk to employees after the company had forbidden this action. A useful exercise is to have students critique the arguments in the EFF brief.
DIFFERENT SPEECH RIGHTS IN CYBERSPACE?
It is a common automatic reaction to say that we want the same free speech rights in cyberspace that we have outside of cyberspace. It is also commonly accepted that cyberspace is causing fundamental changes in our society due to its accessibility, reach, and effect. But the very fact that the reach and effect of speech in cyberspace is so different suggests that the balance of protections embodied in the First Amendment should at least be re-examined. Attorney Floyd Abrams makes the point that the theory underlying the amendment is essentially a balance of protections [10] . His argument can be summarized as:
Since:
There is a cost to each citizen from speech by others that is offensive and / or dangerous, and There is also a cost to each citizen if the government is able to make laws that restrict speech, and We do not trust our government to "draw the line" on speech in a consistently reasonable manner, Therefore we do not allow the government to restrict speech. With this theory of the First Amendment in mind, Rabbi Abe Cooper of the Simon Weisenthal Center makes an argument for stricter control of hate speech sites [10] . His argument focuses on the premise that there is a cost to each citizen from dangerous speech by others. Cooper argues that the world-wide web has made it easier for individuals who subscribe to extreme "hate speech" views to find and interact with each other. Because such persons can more easily find and interact with a sort of "peer group," they become more likely to act on their views. In this way, the web has changed at least one of the two costs that are balanced in Abrams "theory" of the First Amendment. While Cooper's argument does suggest that the balance should be reexamined, he does not explicitly address whether the cost from allowing government to "draw the line" on speech has also changed, or how to balance the two costs. However, it is a useful exercise is to ask students to diagram the arguments made by Abrams and Cooper, so that they develop an appropriate framework for evaluating whether free speech should be the same or different in cyberspace.
DISCUSSION
In covering the topic of hate speech, the video in which Storm Front site organizer Don Black is interviewed is particularly recommended [15] . Powerpoint material is available to guide a class discussion of this video. In particular, several people in the video make assertions that can be the subject of good critical thinking exercises by the class. At one point, in attempting to make his views seem less objectionable, Black makes an analogy between his One position on content filtering is stated as follows -"There is a growing tendency to recognize a broad spectrum of rights, even for children, and to criticize parents, educators, and politicians who are mo re interested in imposing their value systems on others than in protecting vulnerable children. Jonathon Katz and other advocates of children's rights oppose censorship, even within a private household, unless it is a mutually-agreed upon social contract between the parent and child. According to Katz, "Parents who thoughtlessly ban access to online culture or lyrics they don't like or understand, or who exaggerate and distort the dangers of violent and pornographic imagery, are acting out of arrogance, imposing brute authority." ... The ACLU seems to concur with this position and it too advocates against censorship as a violation of children's rights." An interesting assignment is to ask the class to diagram the argument presented in this position in premiseconclusion form. The class might also usefully discuss which side of this argument is truly trying to "impose their value systems on others" and "protect vulnerable children."
Another possible critical-thinking exercise related to content filtering would be to analyze the position stated as -"If institutions such as schools and libraries truly value the ideals of trust, openness, and freedom, imposing censorship on information is a bad idea that mocks those ideals" [4, page 56] . The key to the analysis is a listing and prioritizing of all of the ideals of value, rather than only those that support a particular side of the argument.
As the hate speech cases illustrate, the United States is generally agreed to have the broadest and strongest protections for freedom of speech of any country in the world. However, one commentator has suggested that Canada may have a more liberal policy in the resolution of Internet domain named disputes [23] . This suggestion was apparently motivated by the fact that the ICANN Uniform Dispute Resolution Process ordered the transfer of the domain name "vivendiuniversalsucks.com" from the original registering party to Vivendi Universal, whereas the domain name dispute resolution process in Canada (for names ending with " .ca") would be unlikely to order such a transfer.
Freedom of speech in cyberspace is an important topic for students in Information Systems, Computer Science, and Computer Engineering. The cases discussed here can be used to cover the topic using from two to six class periods, depending on the level of detail and analysis that is pursued. Students should acquire a solid understanding of major categories of problematic speech, and develop their ability to critically analyze arguments presented for different sides of an argument. An extended version of this paper, sample worksheets and other materials for use in teaching ethics and computing can be found at www.cse.nd.edu/~kwb/nsf-ufe/. A current text appropriate for courses in professionalism, ethics, or social impact in computing-related majors is [24] .
